Section 27

Electronic Mail & Internet Access

Acceptable Use Policy


PURPOSE

As computers used by employees are electronically connected, internal policies, standards and guidelines for use become essential.  The purpose of this policy, in conjunction with the guidelines established by the MIS Committee is to provide clear guidelines to all County employees regarding the sending and receiving of electronic mail (e-mail), and the accessing and downloading of INTERNET files.

SCOPE

Hubbard County has now installed network technology and has developed an infrastructure which provides for County electronic data communications and access to network resources.  As such, these tools are County owned and publicly funded.  The computer systems and the software and information contained on, or conveyed through them, are the property of the County.  Access, and use of these resources, shall be governed by this Acceptable Use Policy, as well as the Policies and Procedures established by the MIS Committee.  The MIS Committee will have the responsibility to amend and update this policy.

GENERAL

For the purposes of this document interoffice e-mail (e-mail that takes place between Hubbard County Offices) shall be referred to as interoffice e-mail and the system that facilitates this operation shall be referred to as the Hubbard County Electronic Mail System.

Similarly, for the purposes of this document, e-mail that is performed via the INTERNET shall be referred to as INTERNET e-mail.  Please be advised that although this policy does allow for limited personal use of the Hubbard County Electronic Mail System for personal messages between Hubbard County employees, the use of the INTERNET for any personal research, communications, or correspondence is not allowed.
HUBBARD COUNTY ELECTRONIC MAIL SYSTEM

The Hubbard County Electronic Mail System is designed to facilitate County business communication between County employees and other business partners for messages, memoranda, and the distribution of various electronic documentation.  The e-mail system is County property and intended for County business.  It is not to be used to support non-County business or for personal gain.

By using the County’s computers, or networks, the employee is voluntarily consenting to being monitored.  The County, through its individual department heads, managers, and supervisors, reserves the right to access inspect, review, and/or monitor contents of employee’s e-mail communications, when necessary, to conduct County business.  Although individual employee passwords are confidential, the County reserves the right to override passwords and codes at any time.  If individual department heads, or their designee, request their employee’s password(s), then the password(s) must be disclosed.  If passwords are requested by individual department heads, the passwords will be kept in a secure place.  If requested, passwords are updated, the department head will be responsible for setting up procedures for notification, revisions, and safeguarding.

The Department supervisor must first authorize any personal usage of the Hubbard County Electronic Mail system that may be allowed.  In general, Hubbard County employees may use the Hubbard County Electronic Mail System for personal interoffice messaging to other Hubbard County employees.  Employees will adhere to the following guidelines.  Personal usage privilege will be limited such that it:

1. Is done on the employee’s personal time;

2. Does not interfere with business usage;

3. Does not interfere with the employee’s job activities;

4. Is not for political, religious, personal financial profit, or other promotional activities, and does not result in the consumption of County resources;

5. Does not result in incremental expense for the County; and

6. Does not contain or imply threatening, obscene or abusive language.

Excessive personal usage will be determined by the employee’s supervisor and may subject the employee to disciplinary actions.  Under no circumstances shall Hubbard County Electronic Mail be used to offend or harass other employees or other parties, or be used to the detriment of the County’s reputation.

Deletion of messages frees up storage space and will allow the network and personal computers to continue to run at optimum performance levels.  Therefore, employees are to promptly delete all e-mail messages they send or receive that no longer require action or are not necessary to an ongoing project and should audit their stored e-mail messages regularly to identify messages that are no longer needed.  Retention schedules, based on content of messages are the same regardless of the medium, paper, voice, or electronic.

In order to ensure that these policies are being complied with, the County may conduct periodic assessments of the Hubbard County Electronic Mail and INTERNET systems.

Employees should consider all e-mail as public information, which can be stored indefinitely anywhere in the file system, and could potentially be discoverable in litigation.  E-mail messages should never be considered confidential and all messages have the potential to be viewed by anyone.  Employees are advised that an electronic form of e-mail always exists and can be traced.

INTERNET ACCESS, INTERNET E-MAIL AN OTHER NETWORK SYSTEMS

The INTERNET is a collection of computers, computer networks, communication protocols, information systems, personal and organizational information retrieval systems connected together in a global community.  As such, the INTERNET provides the County with significant access and distribution of information to individuals outside of Hubbard County.

Access and use of the INTERNET shall be for the sole purpose of conducting County related business.  Use of the INTERNET by County employees on County equipment for any personal research, personal communication, personal correspondence or related personal usage not related to County business is prohibited.  Access to computer systems and networks owned or operated by Hubbard County imposes certain responsibilities and obligations on County employees.  The use of the INTERNET is a privilege, not a right, and inappropriate use will result in disciplinary action.  The County Board and Department Managers will deem what is inappropriate use and their decision is final.

In general, acceptable use of INTERNET resources is always ethical, reflects honesty, and shows restraint in the consumption of shared resources.  County employees shall demonstrate respect for intellectual property, ownership of information, system security mechanisms, and their co-worker’s right to privacy and freedom from intimidation, harassment, and unwarranted annoyance.

Use of network services provided by Hubbard County may be subject to monitoring for security and/or network management reasons.  Employees are therefore advised of this potential monitoring and agree to this practice.

Employees shall not:
1. Use the County network for illegal or unlawful, or immoral purposes or to support or assist such purposes.  Examples of this would be the transmission of violent, threatening, fraudulent, obscene or otherwise illegal, unlawful or inappropriate materials.

2. Use INTERNET mail or other network messaging services to harass, intimidate or otherwise annoy any other person.

3. Use the INTERNET for private, recreational, non-public purposes including the conduct of personal commercial transactions.

4. Use the INTERNET networks for commercial or partisan political purposes.

5. Use the County networks or other County equipment for personal gain such as performing work for profit with County resources in a manner not authorized by the County.

6. Use the County network to disrupt network users, services or equipment.  Disruptions include, but are not limited to, distribution of unsolicited advertising, propagation of computer “worms” and viruses.

7. Make or use illegal copies of copyrighted software or other mediums, store such copies on County systems, or transmit them over County networks.

IMPORTANT NOTICE:
To prevent the computer system from being exposed to viruses, employees are not permitted to download information from the INTERNET into the County computer system.

Ultimate responsibility for any directly or indirectly connected traffic that does or does not conform to this policy is with the individual employee who originates that traffic.  The County accepts no responsibility for traffic, which an employee originates, that violates this Acceptable Use Policy.  The County, and its individual department heads or supervisors, reserve the right to treat the misuse of these resources as employment offenses and to take appropriate disciplinary action in accordance with the County Personnel Policy Manual.
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